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ACCEPTABLE USAGE POLICY

| INTRODUCTION |

Schools are constantly being challenged with regard to how computers and personal devices such as
cell phones/smart phones/tablets can be used in constructive and educative ways, especially in
classrooms and as part of the learning experience at school. At the same time, schools have to
manage the use of these devices to avoid the possible risks that can be incurred from careless or
malicious use.

The Information and Communication Technology (ICTs) infrastructure available at Bishops is
accessibletoallmembers ofthe schoolcommunity. Because the administrative staff, teaching staff and
pupils are dependent on technology to do their work, itis imperative that there is consensus on how the
equipment is to be used and what it is used for. Clear guidelines need to be given and a code of
conduct established.

The policies and guidelines given in this document serve both to encourage and extend the use of
electronic devices in constructive and educative ways as well as to limit and contain the possibilities of
destructive or counter-productive instances.

Agreement to the conditions specified is a requirement for all who wish to make use of the technology
available at the school.

This policy dealswith:

| SECTION 1: LAPTOP ACCEPTABLE USE POLICY

SECTION 2: OTHER MOBILE DEVICES (phones, smartphones, iPads etc.)

| SECTION 3: NORMS OF BEHAVIOUR for ELECTRONIC COMMUNICATION and INTERNET USE |

| SECTION 4: MONITORING |

| SECTIONS5: CONSEQUENCES OFBREACHOF THISPOLICY |
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This policy isto be read in conjunction with the policies and principles that form part of the ethos and code
of conduct of the schooland are governed by the school’s rules and regulations.

Applicablelegislationincludes butis notlimitedto:

The Constitution of South Africa

The Films and Publication Act 65 of 1996

The Children's Act 38 of 2005

CriminalLaw (Sexual offencesandrelated matters). Amendment Act 32 0f 2007
Protectionfrom HarassmentAct17 of2011

The Protection of Personal Information Act4 of2013

The Electronic Communication and Transactions Act 25 of 2002
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| SECTION 1: LAPTOP ACCEPTABLE USE POLICY

GENERAL

The laptops have been introduced into the classrooms as a learning instrument, and their basic
purpose is educational. Anything that enhances their educational potential is to be encouraged,;
anythingthathindersthemachievingtheirpurposeistobe prevented. Astheyare educational school
tools, the notion of privacy will be treated as secondary to the achievement of school's educational
purposes. Accordingly, ifateacher suspectsthatachildis using his machinefor purposes otherthan
educational during school time, that teacher will be entitled, and indeed expected, to intervene and
inspect the contents of the machine to determine whether the facility has been or is being used for a
purpose whichis contrary to school policy. This would relate specifically, but not only, to the storage
of illegal music files, pornography, antisocial material, hacking material or material that infringes
copyright legislation.

IN CLASSROOMS

. Pupils should notlisten to musicfiles while working without permissionfromthe teacher.

. Pupils may notuse E-mailfacilities during class time unlessinstructed to by their teachers.

. Pupils should not display screen savers/backgrounds which are inappropriate or noisy.

. Pupils may not play games ontheir computers during class time unlessthe games are
part of the teaching programme and have been required by the teacher as a class
activity.

. Pupils should respectthatthe Internetis ashared resource and should therefore be

circumspect and reasonable about how much they download.

PRINTING ON SCHOOL PRINTERS

The School provides printing facilities as part of the School's Network. There are two digital
photocopiers earmarked for pupil usage. The machines are able to print, photocopy and scan. They
are positioned in the printroom and library. Another such device is located in the music department
forafterhours, emergencyuse. Pupilsarerequiredto entertheirusername and passwordtorelease
their prints/copies and are reminded that they are responsible for ensuring that their passwords are
secureandarenotshared.

Digital photocopiers should only be usedinaccordance withthe following school policy.

Pupils should only print, scan or photocopy during class time if instructed to do so by their teachers.
Pupils maynotcollect printing during classtime. Pupils are encouraged to make use ofthe electronic
hand-insystem and make every efforttominimise printing.

The school provides for a maximum of 200 prints/copies per pupil per year. Should a pupil exceed
that allocation, his fee account will be charged at an industry standard rate, at the request of the
pupil, foranadditionaland appropriate (i.e. depending ontop-up date) number of copies.

The school does not offer colour printing or copying.
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SECTION 2: OTHER MOBILE DEVICES (phones, smartphones, iPads etc.)

The Privacyto Personal Informationlawapplies. Any personal informationthat canidentify aperson
cannotbe shared onany public forum without the permission of the person.

GENERAL

Pupils are permittedto have mobile devices (MDs) at school.

If a pupil has an MD with him at times when it may not be used, it must be on silent or turned off. If
an MD rings during these times, the MD may be confiscated for a period to be determined by the
person in charge.

The school accepts no responsibility for any loss of or damage to MDs, whether on campus or
elsewhere. Itis strongly advised that boys store their MDs in a safe place when notin use.

The schoolreserves the rightto search a pupils' MD if there is reasonable cause.

CLASSES

During classes, it is the prerogative of the teacher of the specific class to decide if, when and how
MDs will be used during that class.

Before tests or exams, pupils must hand in all MDs to the invigilators. MDs must be clearly marked
withthe owner's name. MDs can be collected after the test/exam papers have been handedin atthe
end of the exam.

Any boy found in possession of an MD during atest or exam, even if inadvertently, may be charged
with cheating.

| SECTION 3: NORMS OF BEHAVIOUR for ELECTRONIC COMMUNICATION and INTERNET USE |

ETHICAL PRACTICE

Allmembers ofthe Bishops community are expected to honour the school's values and practices. In
doing so, they will not:

o bringthe schoolintodisrepute

o postanymaterial on awebsite without the permission of the person or entity involved

o create a persona or digital ID on any social media site (e.g., Facebook, Twitter) which
representsorpretendstorepresentthe schoolwithoutthe approval of the Principal.

THE CLASSROOM

When teachers use or allow the use of the internet and/or social media for schoolwork, either inthe
classroom or as required work outside the classroom, participation in such online media is an
extensionoftheirclassroomsinterms ofwhatis permitted/acceptable online.

Photographs may not be taken or videos or recordings made in a class without the permission of the
teacher concerned.

LANGUAGE USE

Messages posted publiclymustnotinclude any personal attacks (colloquiallyknown as 'flaming’)
Messages should follow the rules of appropriate publiclanguage.

Anytexttransmitted to apublicenvironmentmay notcontain anylanguage or contentthatthe author
would not be willing to share from the podium ata school meeting.
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PORNOGRAPHY

Both the Film and Publications Act and the Sexual Offences Act make it an offence for a person
under the age of 18 to:
o View pornography
Be in possession of pornography
Download pornography from the internet
Trade in pornography
Enteralicensed premiseswhere pornographyislegallysold
Expose another person underthe age of 18to pornography

o O O O O

Child pornography

According to the South African law, child pornography is deemed to be any naked image showing
genitalia of a person underthe age of 18.

Pornography at school

Possessionordistribution of pornography atschoolis consideredtobe serious misconduct. Viewing
and/or circulating any material deemed by those in authority to be pornographicis aserious offence.
As well as the above, activities that would be considered to be pornography include, but are not
limited to: sexting, distributing naked 'selfies’, distributing photographs/videos of a naked friend,
distributing photos/videos of anyone involved in sexual activities.

BULLYING AND HARASSMENT
Thefollowingbehaviourisunacceptable atalltimes:

o AttackingBishops, the staff, the pupils or other people on any digital communication forum
o Cyber-bullying. According to the school's bullying policy, bullying includes but is not limited
to:
o behaviour that can be construed to be the systematic, uninvited, repeated and
intentional abuse of another person over aperiod oftime
o harming another person (hurting or embarrassing another person)
repeated threatening behaviour which is intended to frighten another person
o using electronic technology; for example, text messages or emails, rumours sent by
email or posted on social networking sites, embarrassing pictures, videos, websites
or fake profiles.
o Insulting others
o Using racist or sexist language
o Passing derogatory or offensive comments

@)

PLAGIARISM

Plagiarismincludes butis notlimited to:
o Downloadinginformationfromtheinternetand portrayingitas personalwork
o Copying another pupil's work
o Presenting another person's ideas as being original

Allinformation downloaded from the internet must be referenced with the name of the site, the title
and author of the article (if given) and the date accessed.
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THE INTERNET

Bishops is pleased to be able to offer access, via our computer network, to the Internet (which
includes E- Mail, World-Wide-Web and otherfacilities).

Internet access enables pupils to explore thousands of libraries, databases, museums and other
repositories of information and to exchange personal communication with other Internet users
aroundthe world.

Families should, however, be aware that some material accessible viathe Internet contains items
that are illegal, defamatory or potentially offensive. The Internet is a large and unregulated global
network and increasingly it is possible to find controversial material or behaviour on the Internet
that some may see as offensive or inappropriate. Thisincludes pornographic material or material
with explicit sexual content, and unacceptable behaviour in private E- mail or social networking
websites.

While the intentions of the school are to use Internet resources for constructive educational
goals, pupils may find ways to access other materials. We believe that the benefits to pupils in
using the Internet in the form of information resources and opportunities for collaboration exceed
the disadvantages.

Ultimately, parents and guardians of minors are responsible for setting and conveying the
standards that their children should follow when using media and information sources. However,
at school we are alsoinvolved in setting standards and in monitoring adherence to our rules and
to the school's standards of behaviour, and this involves teachers, IT staff, and the Deputy
Headmasters and the Principal.

As part of our curriculum at Bishops we do teach and guide our pupils in the appropriate use of the
Internet and social media.

As Internetfacilities are alimited resource and one which we pay for, users are expected to use
them primarily for:

o direct educational purposes;

o accessing information for private interests or hobbies;

o constructive communicationwithotherInternetusers, provideditisnotanti-socialin
nature.

They are also encouraged to be considerate and limit the size of any downloads they make from the
internet.

Usersmaynot:
o Accessmaterialthatislabelled as'notintended for minors', evenifthey have turned 18.
o Download, make public or intentionally view any material that is pornographic, abusive or
age-restricted.
o Disseminatethe addresses of any material thatfallsinto one of the above categories.

Allinternet activities are logged, monitored and archived by the IT Department. The ICT Manager
and Network Manager may access all logs, and may review files and communications should the
need arise, orifinstructed to by the Principal.
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EMAIL

Bishops regards emails to be the same as paper messages. Therefore any written communication
should obey the correct rules of grammar, capitalisation and punctuation.

Users mustacceptthe privacy of email messages; mailmay not be read by another personand care
mustbe exercisedwhenforwardingmessagestoensurethatprivacyisnotcompromised.
Electronic mailmay not be misused. The following are consideredto be misuse:
o unacceptable language
offensive messages
mass mail
hate mail
junk mail
sending or distributing games
personal graphic images
chain letters
hoaxes
anonymous mail
age- restricted content
distribution of viruses, hacks or cracks
No email or attachment from an unknown source should be opened. These should be deleted.

O O O O OO O O OO0 o0 0

The staff at Bishops are entitled to intercept and monitor email messages, laptop content or other
communication sentorreceivedin orderto monitorand ensure compliance withthese terms of use.

SOCIAL MEDIA

Where pupils are engaged in online activities, they must remember that social media are by their
very nature publicdomains and appropriate care needsto be taken when using them.

Where boys can be identified with the school and are inappropriately engaged, the school can
intervene to prevent reputational damage to the school and/or to the individuals involved. Such abuse
ofthe mediacouldresultindisciplinary action.

The rules of the school and the code of conduct should be adhered to when communicating online.
Usersmay notdownload, make public orintentionally view any material thatis pornographic

Itis acceptable to disagree with someone's comments, but this must be done in a respectful way.
Any criticism mustbe constructive and notharmful.
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| SECTION 4: MONITORING

Pupils who break any of the above rules are subject to the normal disciplinary structures of the
school. Inaddition, when using the school'sinternal computer network, pupils mustunderstand
the following:

1.

All users are entitled to reasonable privacy of their work under normal circumstances and
thereforeitisanoffencetouse orattempttouse anotheruser'saccount/password nomatter
what the circumstances maybe.

Pupils areto conserve space by deleting unnecessary E-Mail or other material which takes
up excessive storage space.

Pupils should neverdownload orinstallany commercial software onto network drives. All
copyright laws must be obeyed.

Pupils may notuse any account other thantheir own. They have full responsibility for their
accounts and must not share their passwords with anyone, and therefore, any
violations of any part of this policy that can be traced to an individual account name will
be treated as the sole responsibility of the owner of that account.

Accesstointernetsitesandinternetcontentisfiltered by the school’sfirewall. The specificcategories
and rules of filtering are under frequent review by our IT team. All internet activities are logged,
monitoredandarchivedbythe IT Department.

Extensive logs are kept of systems and activities on the network. These logs are used to assist in
infrastructure planning and maintenance, as well asto ensure system integrity and ensure users are
accessing the system responsibility. In particular, detailed Internetand email logs are kept. The ICT
Manager and Network Manager may access all logs, and may review files and communications
should the need arise, or ifinstructed to by the Principal.

| SECTION 5: CONSEQUENCES OF BREACH OF THIS POLICY

Theviolation of schoolrules concerningthe use ofthe network, electronicmediaand communication
will result in the same disciplinary actions as would result from similar violations in other areas of
Bishops life.

Any breach of this policy will be dealt with according to the Discipline policy of the school.
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PARENT PERMISSION FORM and PUPIL AGREEMENT

PARENT/GUARDIAN

As aparent/guardian of a pupil at Bishops, | have read the “Acceptable usage Policy” and information
about the appropriate use of computers at the school and | understand this agreement will be kepton
file atthe school.

PUPIL

| have read and understood this Acceptable Use Policy. By entering my name on this document,
| agree to adhere to the principles and practices contained in this Policy. | understand that if |
violate the rules my account can be terminated and | may face other disciplinary measures.
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